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WITH ELEKS,

YOU GET Fully Focused

A PARTNER committed on long-term

THAT IS to delivering strategic
your project partnerships
and ready to share both to deliver maximum
the responsibility and value through a deep
development risks. understanding of your

business and industry.

We stand up to the most
complex technology and
business challenges,
employing a mix of
pioneering and traditional
methods to design and
implement full-cycle
products that fulfil your
software vision.

Supplying
you with top
scientific
talent

to efficiently solve the
most intricate software
engineering challenges




Security testing - service overview

Objective

Deliverables

Certifications:

Wide range of security testing activities to validate the ability of your IT Assets to withstand
cybersecurity attacks. Testing is performed according to renown standards including
OWASP, ISSAF SANS, PTES.

Black / Grey / White-box Security audit and testing of Vulnerability scanning
penetration testing, reverse Infrastructure, mobile, web and threat hunting
engineering and desktop solutions
Security audit of Ethereum Static Application Security Dynamic Application
Smart contracts Testing (SAST) Security Testing (DAST)
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Security testing process

PENETRATION TESTING

01

02

Planning

Meeting the client

Attack vector
identification

Collecting information

Penetration
attempt

Exploit found vulnerabilities

Post
exploitation

Escalating privileges

Aligning test scope
and goals

Gathering intelligence

Vulnerability testing

Potential weakness analysis

Developing attack scenario

Protection bypassing

Infrastructure analysis

Artifacts analysis

Creation of PoV

Cleanup

Reporting

Report outlining
vulnerabilities discovered,
ranked by risk level, CVE,
CVSS

Proof of Vulnerability (PoV)
and description how to
reproduce a security defect

Recommendations on how
to remediate the
vulnerabilities
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